
 

 

 

 

 

 

 

 

 

 

 

__________________________________________________________________________________ 

  

PHYSICAL SECURITY POLICY 

__________________________________________________________________________________ 

 

 

 

 

 

 

 

 

Oneview Corporate Advisors Private Limited 

CIN: U74999MH1976PTC407933 

Registered Address: 

619 & 620, 6th Floor, 

The Summit Business Bay, 266/1-172, Gundavali, Andheri Kurla Road, 

Andheri (East), Mumbai - 400 093 

 

Correspondence Office:  

18, Deshapriya Park Road, Kolkata - 700 026. 

  



 

  
 

 

 

 

 

 

Table of Contents 

 

Sr no. Contents Page 

1 Introduction 1 

2 Purpose 1 

3 Scope 1 

4 Physical Security Policy Statement 1 

5 Environment Security Policy Statement 3 

 

 



 

Page | 1  
 

1) INTRODUCTION 

This Physical Security Policy (“Policy”) adopted by Oneview Corporate Advisors Private Limited 

(herein after referred to as “OCAPL” or “the Company”,) provides a comprehensive framework to 

secure the organization’s premises, personnel, critical infrastructure, and confidential records. It 

ensures that access to offices, data storage areas, and transaction-related documents is controlled and 

monitored, while also addressing risks arising from environmental hazards, emergencies, and 

unforeseen incidents. 

2) PURPOSE:  

The Physical and environmental protection of office facilities is of prime importance to the Company. 

The purpose of this policy is to build a secure environment that will protect against unauthorized 

physical access and environmental threats to the Company’s facility. 

3) SCOPE: 

This policy applies to:  

All staff and stake holders, non-employees of the Company including but not limited to contractors, 

consultants, vendors, service providers, visitors, and any other individuals, entities, or organizations 

who have authorized access to the organization’s facilities, premises, or information systems.  

All Information assets involving data, applications, network, security devices, servers and other IT 

system that needs to be appropriately protected from physical and environmental threats. 

4) PHYSICAL SECURITY POLICY STATEMENTS 

Information processing facilities must be secured from unauthorized access, damage or interference. 

Physical security measures must be in place to ensure the security and integrity of information 

processing facilities and the information assets. 

4.1 SECURING THE OFFICE PREMISES 

a) The main entry to the Company’s office must be secured with appropriate controls like 

Access Cards / CCTV Camera. 

b) All offices entry points shall be locked, when unattended, beyond working hours. 

c) Movement of IT Assets must be recorded with appropriate information to track its 

movement. 

 

4.2 SECURING PREMISES FROM THIRD PARTY AND VISITORS 

a) The date, time of entry and departure and the purpose of visit must be recorded during 

office hours or outside office hours in a visitor’s log maintained at reception. 

b) If separate area for loading or delivery of goods is not available, it shall be done at 

reception of the office. 

c) Strict access control measures shall be put in place to lockdown unused network points. 

Network Access to visitors or guests shall be granted upon prior approval by Designated 

Officer. 

 

4.3 SECURING INFORMATION STORAGE MEDIA 

a) All information storage media containing sensitive or confidential data shall be physically 

secured and access must be restricted to authorized personnel only.  



 

Page | 2  
 

b) Back-up media shall be stored in fire resistant safes or cabinets and a copy of all backup 

media shall be maintained at an off-site location. 

c) Employees, Visitors and third parties shall not be allowed to use along their personal 

laptops or any other external storage devices in the Workspace of the Company, unless 

authorized by Designated Officer. 

 

4.4 PHYSICAL SECURITY OF PORTABLE COMPUTING DEVICES  

a) Official Portable computing devices (Laptops, phones etc.) shall not be left on desk 

unattended for extended period or any other visible location overnight.  

b) In the event of a portable computing device being stolen, the concerned employee shall 

notify Designated Officer about the theft immediately.  

 

Access to such portable and physical medias shall be controlled by encryption mechanism 

necessary to warrant loss of confidential information 

 

4.5 CLEAR DESK AND CLEAR SCREEN 

a) All computer terminals, when left unattended, shall be secured by logging off, locking the 

system, or enabling appropriate password protection to prevent unauthorized access. 

b) All files, documents, and papers containing sensitive or confidential information shall be 

adequately safeguarded at all times to prevent unauthorized access, disclosure, or misuse. 

c) Users shall ensure that documents containing sensitive information are not left unattended 

on printer trays, photocopiers, workstations, or any common areas. 

 

4.6 INFORMATION CLASSIFIED AS “RESTRICTED or CONFIDENTIAL,” WHETHER 

IN PHYSICAL FORM OR STORED ON MEDIA SHALL BE SECURELY STORED IN 

LOCKED, FIRE-RESISTANT SAFES OR CABINETS WHEN NOT IN ACTIVE USE 

EQUIPMENT SECURITY 

 

a) Eating, Drinking or smoking shall be restricted in secure areas where information 

processing equipment is placed.  

b) Combustible materials shall not be stored in secure areas where information processing 

equipment is placed.  

c) Only authorized maintenance personnel must be allowed to service or perform repairs on 

equipment.  

d) The confidentiality and integrity of all information shall be ensured prior sending any 

information processing equipment for repairs or maintenance. 

 

4.7 SECURE DISPOSAL OR RE-USE OF EQUIPMENT 

 

a) All items of equipment containing storage media shall be checked to ensure that any 

sensitive data and licensed software have been removed or securely overwritten prior to 

disposal. 

b) Devices containing sensitive information shall be physically destroyed or the information 

shall be deleted or overwritten using adequate format techniques such that the original 

information remains non-retrievable in any manner. 
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5) ENVIRONMENTAL SECURITY POLICY STATEMENTS 

Adequate environmental security measures must be implemented to reduce exposure to environmental 

threats. 

5.1 ENSURING SUITABLE ENVIRONMENTAL CONDITIONS 

a) The air-conditioning and humidity levels must be monitored.  

b) Smoking is strictly prohibited inside the office area. It may be permitted in the open 

designated areas only. 

 

5.2 SECURING PREMISES FROM FIRE 

a) All computer systems must be housed in an environment equipped with fire extinguishers. 

b) The fire extinguishers must be placed in such a way so that they are easily accessible in all 

areas.  

c) Fire safety equipment must be checked regularly in accordance with manufacturer's 

instructions. A maintenance records must be maintained with the equipment. 

d) Comprehensive fire and emergency instructions must be displayed in prominent locations.  

e) Functioning and operations of the fire safety devices / equipment installed by the Company 

must be explained to employees and security guards periodically during Internal Training 

Programs. 

f) Regular mock drills shall be conducted to ensure effectiveness of the training and 

instructions to be followed. 

 

 

 


